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The security of many existing cryptographic schemes relies on the
difficulty of solving the discrete logarithm problem (DLP).

The discrete logarithm problem in G
Given g, h € G such that G =< g >, find (if it exists) x such that

h= xg.
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@ The simplest attack: exhaustive search can find
x €{1l,--- ,#G} in time O(#G).
@ In a generic group, we can attack the DLP with the

baby-step-giant-step algorithm, the Pollard-rho algorithm or
the Pohlig-Hellman reduction .

@ For certain groups that we know the structure, we can use the
index calculus algorithm to solve the DLP.
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@ Define a factor base : F = {g1,82,--.,8n}
@ Relation search: Va; € Z random, decompose
ajg = ZJNZI cjjg; until N relations are found
o Linear algebra: take A = (a;),_7y and M = (CU)iJ:m
e Find X = (x1,%, -+, xy) unique solution of MX = A
(mod r).
@ Descent phase: take random a, b € Z and decompose
ag + bh = Eszl cjgj, (b,r) =1. Compute
N _
x=loggh = (3_;=; ¢jxj — a)b !
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Index calculus atta

Let E be an elliptic curve defined over Fgn.

@ Factor base F, = {P € E(Fg») : x(P) € Fg}(Gaudry).

@ Search for relations of the form R = Py + P> + - - - + Pp;
PieFy,i=1,2,---,n.

Semaev polynomials

There exists Sy n11 € Fgn[X1, X2, -+, Xp41] such that
R=P;+ Py+---+ P, if and only if
Semet(x(PL), x(P2), -+, x(Pa). x(R)) = 0. (1)

Perform Weil descent over [F; and get a system S of n equations
and n variables which is then solved using Grobner basis algorithms

Remark: Sy ,11 is symmetric and has degree 2”1 in each variable.
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Let E be an elliptic curve defined over Fgn.
@ The factor basis F, has approximately g elements.

@ The probability that a random point decomposes in n
elements of Fy is
#F3/Sn _

#E(Fq”) B

1
n
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@ The complexity of solving the polynomial system is in

o(("))
n
where d is the solving degree of the system. Assuming that S
is regular, d is bounded by n2""1 — n+1.

@ By using Stirling’s formula, the complexity of the relation
search step is in

10) (n !(2n(n—1)enn—1/2)wq> ]

@ The linear algebra step has a complexity in O(cq?).

S. TSAKOU Index calculus and endomorphisms 7



Decomposition in n — 1 points

o Compute the n-th summation polynomial instead of the
(n+ 1)-th.

@ Obtain a polynomial system S of n equations with n — 1
variables of total degree 2"2.

@ The probability to decompose a given point in the factor base

: 1
'S (=Dlq

Complexity of the n — 1 variant

The complexity of the variant n — 1 is in

(@) ((n -1) !(2(”*1)("*2)enn71/2)wq ) '
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Compute the (n — 1)-th summation polynomial instead of the n-th.

A better complexity of the Grobner basis computation

O ((2(n—2)(n—3)enn—1/2)w> _

On a curve defined over [Fgs where q is a 20 bits prime number, we
have found a relation in about 9 days.

y
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Reducing the fact

Take T, € E[2]. Given
R=Pi+Prt - +P, (2)
with P; € Fi then
R=(Pi+kT)+(Po+kaTo)+ ...+ (Pn+ knT2), (3)

with >~ ki =0 (mod 2) if and only if P; + ki T» € F.
Theorem (FHJRV 2014)

Let T, € E(Fgn)[2] + extra conditions. There exists y1 : E — Py of
degree 2 such that

Fu=A{P € E(Fqn) : (P) € P1(Fq)}

is invariant under the action of T».
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Semaev polynomials with respect to

There exists a unique monic Sy m € Fgn[X1, ..., Xim] such that for
all P; € E(Fqr) :

p(P;) = pi and Y P; = O iff Sy m(pa, .. ., im) = 0. (1)
i=1

Further improvements

@ Reduce factor base size by a factor 2 for certain elliptic curves.

® S5, m has more symmetries than S, ,, — faster decompositions
by a factor 2«(m=2),

v
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@ Let E be an ordinary elliptic curve defined over Fgn such that
#E(Fqn) = hr, h small, r large prime. Let G =< P > the
subgroup of order r.

o Consider ¢ : E — E then ¢(P) = AP, where X\ is known.
Morever we assume that ¢* = +1 (mod r).

@ Suppose that for Q € F, then ¢(Q) € F,.

@ Then we can perform index calculus on .7-"”/ ~, where
Q~NQ,ic{l,. .. ,k—1}
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@ The size of the factor base is reduced by a factor of k.

@ The probability that a point decomposes in F,,/ ~ and the
complexity of the solving the polynomial systems is inchanged.

@ Then, we improve the complexity of the relation search step
by a factor of k.

@ We improve the complexity of the linear algebra step by a
factor of k2.

Remark: @ ~ —Q was already used in the initial proposal for F.

The Frobenius was used on binary elliptic curves by Galbraith et a/
(2020) and J.-J. Chi-Dominguez, F. Rodriguez-Henriquez, and B.
Smith (2021).
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@ Let E be a crypto friendly elliptic curve defined over Fgn with
g>2,n=mimy, m € {2,3,4} and my a large prime.

@ Assume that E admits a model over Fgm . The curve E
admits 7, : P = (x,y) = (x93, y9™).

@ Define the factor basis by
Fex ={P € E(Fgn) | x(P) € Fgm }. For Q € Fg « then
Wml(Q) S ]:E,x-

@ We can perform the index calculus algorithm on ]—"E,X/ ~
where P~ m (P), i € {1,---,mp — 1}.

Theorem (T .- lonica 2021)

The complexity of the relation collection step in the index calculus
algorithm in the group E(Fgn) with n = mymy is

my
O(qm— (2’"1(”’1_1)e’"1 m;1/2>w my !+ q™my)
2
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Introduced by Gallant, Lambert and Vanstone.

o Let g =1 (mod 4) be a prime, £ : y? = x> + ax, a € Fyn
and a € Fgn of order 4

@ ¢: E; — Ej defined by P = (x,y) — (—x,ay).

® Fr x =1{P € Ei(Fgr) | x(P) € Fq} is closed under ¢.

@ Let g =1 (mod 3) be a prime, E :y2 =x3+b be Fgn and
B € Fgn the cubic root of 1 in Fq
@ ¢ : E; — E, defined by P = (x,y) — (Bx,y).

@ The factor base FF, « is closed with respect to 1.
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Assume that p : E — Py such that u(P) = p(—P) for P € E(Fgn)
and index calculus performs on F,. Recall ok = +1.

Trace and norm with respect to ¢

Tre(p) : E — Py
Q = (u(Q)+pu(¢(Q) + -+ p(6* Q). 1)
Ng(p): E — Py
Q = (u(Q)epu(¢(Q))e - ou(d"(Q),1).

Redefine the factor base for y/ = Try(p). Then the factor base
JF,» is invariant under ¢.
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Index calculus on

Galbraith, Lynn and Scott 2008

Let E defined over Fy, E’ a quadratic twist such that E'(Fgn) is
crypto friendly. Take ¢ : E — E’ the twist and define

) = ¢me
Then ¥"(Q) + Q = 0 for all points in Q € E'(Fgn).

Define the factor base using ' = Try(x). We get

W E — Pl
Q = xX(Q)+ " x(Q)7 + uHIX(Q)T + -+ yF T (Q)"

n—1

n—1

has degree g
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Index calculus on

Relation collection on F,// ~ where Q ~ 9(Q).

Weil descent

- - —1
@ Take a normal basis of Fyn over Fy, ie. {w,...,w9 }.

@ In Sy ny1(X1,..., Xn,xg) = 0 substitute X;, 1 <i < n by

Xitw + Xpwd + ...+ Xiannil.

@ Look for (Xjj)1<ij<n such that

ph = X+ uk X uk D XT 1o yk(lta+4a" D) x " c |

4
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Reduce the complexity of the relation search step to that of solving
a system of n equations and n variables of degree 2" 1.

Theorem (T .- lonica 2021)

The relation collection on E’ with the factor basis F,v has

complexity
O((n . 1) !(2n(nf2)enn71/2)wq)
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o Let E: y2 = x3 + ax defined over Fgn, such that g =1
(mod 4) with a € F,.

@ This curve admit a 2-torsion point T> = (0,0) and for
P=(x,y), x(P+ Tz) = )i# — x € Fgq whenever x € IF,.
@ Define the factor basis by

Fex ={P € E1(Fg) | x(P) € Fq}.

For a given point Q, the points Q, Q + T> € FE .

@ We can reduce the factor basis by a factor 2 with respect to
the equivalence class {Q, Q + T»}.
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Curves admitting
2-torsion point

Let E be an elliptic curve defined over the finite field [Fgn.

Theorem (FHJRV 2014)

Let T, € E(Fgn)[2] + extra conditions. There exists y : E — Py of
degree 2 such that

Fu=A{P € E(Fqn) : (P) € P1(Fq)}

is invariant under the action of T».
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Curves admitting
2-torsion point

@ E admits an endomorphism 1) such that 1/*(Q) = £Q for all
Q € E and T, ¢ Ker 9.

o Let i/ = Try(n) and redefine the factor basis

Feuw = {P € E(Fqn) : /L,(P) € Fq},

Theorem (T.- lonica 2021)

The factor basis Fg - is invariant under T, and 1. Morever, the
summation polynomial S,/ is invariant under the action of the
group (Z/27Z)"1 x S,.
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Longa and Sica 2012 the GLS endomorphism + the CM
endomorphism

For instance take ¢ with ¢* 4+ ¢ + 1 = 0 and 1 with ¥ + 1 = 0.
Then F,/ is invariant under ¢ and v.

Reduction ratio

q Time reduced basis | Time full basis

739 1.412 sec. 5.722 sec. 4.052
1051 | 3.475 sec. 14.909 sec. 4.290
2731 | 9.001 sec. 42.628 sec. 4.730
3163 | 11.037 sec. 58.304 sec. 5.280

Magma implementation 2.40GHz Intel Xeon E5-2680
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In this case, we use the Frobenius endomorphism to reduce the size
of the factor basis.

g | my | my | Time reduced base | Time full base ratio
2|2 7 0.229 sec. 1.63 sec. 7.1
213 11 | 1039.4 sec. 11442 .4 sec. 11
212 17 | 154755.566 sec. 2727802.448 sec. | 17.6

S. TSAKOU Index calculus and endomorphisms 24



