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Context
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Public key encryption

In 2021, ∼ 80-90% of the worldwide internet traffic was
encrypted.

Classical encryption incompatible with functionalities such as
Intrusion Detection Systems (IDS).
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Why pairings

Allow Service Provider to detect virus signatures inside internet
traffic with

minimal leakage

minimal interactivity

updating virus signatures

variable length of virus signatures
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Handle arbitrary long messages
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Ideal functionality

arbitrary long Encrypted Data:

Service Provider’s view with trapdoor for banana:
positions of all occurrences 1, 12, 33, 57,...
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Ideal functionality

arbitrary long Encrypted Data:

Service Provider’s view with trapdoor for cholesterol:
positions of all occurrences none
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Existing functionality: HVE

bounded length Encrypted Data:
A steamboat is a bo at that is propelled primarily by...

Test unique position with tdboat,3: no
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Search all occurrences in bounded length encryption

bounded length Encrypted Data:
A steamboat is a bo at that is propelled primarily by...

Give tdboat,1, tdboat,2, tdboat,3, tdboat,4, ..., tdboat,15.
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Search all occurrences in arbitrary long encryption

Difficulties

length of public key bounds encryption length

one trapdoor element by position

Results

Okamoto, Takashima 2011
→ unbounded HVE

Desmoulins, Fouque, Onete, Sanders 2018
→ shiftable trapdoors in bounded HVE.

>INCOMPATIBLE
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Fragmentation [AC20, Bkakria et al.]

bounded HVE:

A steamboat is a bo at that is propelled primarily by steam

A steamboat is a bo at that is propell ed primarily by steam

at is a boat that is proppelled primar

Give tdboat,1, tdboat,2, tdboat,3, tdboat,4, ..., tdboat,15.

Search all occurrences of bounded substrings in arbitrary long
encryption

= ”Stream Encryption supporting Pattern Matching”
(SEPM)
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Fragmentation [AC20, Bkakria et al.]

Naive fragmentation:

A steamboat is a bo at that is propell ed primarily by steam

at is a boat that is proppelled primar
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Tiled fragmentation:
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Example of pattern distribution

Snort pattern length distribution (based on version 2.3.3)1

Total number of patterns = 1785, Maximum length = 107 bytestrings

Search many patterns of varying short sizes in arbitrary long streams.

1Song et al., A parameterized multilevel pattern matching architecture on
FPGAs for network intrusion detection and prevention. Sci. China Ser. F-Inf.
Sci. 52, 949–963 (2009).
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Build an HVE

Élie Bouscatié, Guilhem Castagnos, Olivier Sanders 13/ 27



Type 3 bilinear groups

G1, G2, and GT of prime order p with a map, called pairing,

e : G1 ×G2 → GT

Bilinear: for any g ∈ G1, g̃ ∈ G2, and a, b ∈ Fp,

e(ga, g̃b) = e(g , g̃)ab
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Trapdoors for DDH

Let g
$←− G1 and g̃

$←− G2 be public.

(DDH) Knowing ga, g x $←− G1,

it is hard to distinguish ζ0 = gax from ζ1
$←− G1.

(Trapdoor) With g̃ x , it becomes easy:

e(ga, g̃ x) = e(g , g̃)ax = e(gax , g̃) but e(ζ1, g̃) is random.

(Mirror elements) In type 3 bilinear groups, it is hard to
compute g̃ x from g x .

(Randomness on trapdoors) With some g̃ s and g̃ sx :

e(gax , g̃ s) = e(g , g̃)sax = e(ga, g̃ sx)

→ This will allow the Receiver to issue non-malleable
trapdoors.
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Simple HVE

sk is a random map
α : Σ× J1, nK→ Fp

( σ , i ) 7→ α(σ, i)

pk = {gα(σ,i)}σ,i

Encryption with pk

a
$←− Fp

s t e a m

C0

=

ga

C0

=

ga

C1

=

(gα(s,1))a

C2

=

(gα(t,2))a

C2

=

(gα(t,2))a

C3

=

(gα(e,3))a

C3

=

(gα(e,3))a

C4

=

(gα(a,4))a

C4

=

(gα(a,4))a

C5

=

(gα(m,5))a

Trapdoor with sk

tdtea,2 = {α(t, 2), α(e, 3), α(a, 4)}

Test
4∏

i=2

Ci T ′

Élie Bouscatié, Guilhem Castagnos, Olivier Sanders 16/ 27



Simple HVE

sk is a random map
α : Σ× J1, nK→ Fp

( σ , i ) 7→ α(σ, i)
pk = {gα(σ,i)}σ,i

Encryption with pk

a
$←− Fp

s t e a m

C0

=

ga

C0

=

ga

C1

=

(gα(s,1))a

C2

=

(gα(t,2))a

C2

=

(gα(t,2))a

C3

=

(gα(e,3))a

C3

=

(gα(e,3))a

C4

=

(gα(a,4))a

C4

=

(gα(a,4))a

C5

=

(gα(m,5))a

Trapdoor with sk

tdtea,2 = {α(t, 2), α(e, 3), α(a, 4)}

Test
4∏

i=2

Ci T ′

Élie Bouscatié, Guilhem Castagnos, Olivier Sanders 16/ 27



Simple HVE

sk is a random map
α : Σ× J1, nK→ Fp

( σ , i ) 7→ α(σ, i)
pk = {gα(σ,i)}σ,i

Encryption with pk

a
$←− Fp

s t e a m

C0

=

ga

C0

=

ga

C1

=

(gα(s,1))a

C2

=

(gα(t,2))a

C2

=

(gα(t,2))a

C3

=

(gα(e,3))a

C3

=

(gα(e,3))a

C4

=

(gα(a,4))a

C4

=

(gα(a,4))a

C5

=

(gα(m,5))a

Trapdoor with sk

tdtea,2 = {α(t, 2), α(e, 3), α(a, 4)}

Test
4∏

i=2

Ci T ′
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Prove security
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IND-CPA for public key encryption

C A
pp,pk−−−−−−−−−−−−−−−−−−−−−−−−−−−−→

m(0),m(1)

←−−−−−−−−−−−−−−−−−−−−−−−−−−−−

β
$←− {0, 1} c=enc(pk,m(β))−−−−−−−−−−−−−−−−−−−−−−−−−−−−→

β′
←−−−−−−−−−−−−−−−−−−−−−−−−−−−−
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IND-CPA for functional encryption

C A
pp,pk−−−−−−−−−−−−−−−−−−−−−−−−−−−−→
query k←−−−−−−−−−−−−−−−−−−−−−−−−−−−−
tdk−−−−−−−−−−−−−−−−−−−−−−−−−−−−→

m(0),m(1)

←−−−−−−−−−−−−−−−−−−−−−−−−−−−−

β
$←− {0, 1} c=enc(pk,m(β))−−−−−−−−−−−−−−−−−−−−−−−−−−−−→

query k←−−−−−−−−−−−−−−−−−−−−−−−−−−−−
tdk−−−−−−−−−−−−−−−−−−−−−−−−−−−−→
β′

←−−−−−−−−−−−−−−−−−−−−−−−−−−−−

each k must match neither or both m(0) and m(1).
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selective IND-CPA for functional encryption

C A
m(0),m(1)

←−−−−−−−−−−−−−−−−−−−−−−−−−−−−
pp,pk−−−−−−−−−−−−−−−−−−−−−−−−−−−−→
query k←−−−−−−−−−−−−−−−−−−−−−−−−−−−−
tdk−−−−−−−−−−−−−−−−−−−−−−−−−−−−→

β
$←− {0, 1} c=enc(pk,m(β))−−−−−−−−−−−−−−−−−−−−−−−−−−−−→

query k←−−−−−−−−−−−−−−−−−−−−−−−−−−−−
tdk−−−−−−−−−−−−−−−−−−−−−−−−−−−−→
β′

←−−−−−−−−−−−−−−−−−−−−−−−−−−−−

each k must match neither or both m(0) and m(1).
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Simulation

DDH challenge ga, g x , = gax or random

challenge messages
m(0) = paysages
m(1) = passages

public key

α(σ, i)
$←− Fp, pk = {gα(σ,i)}

except gα(s,3) = g x

challenge ciphertext

a
$←− Fp, g

a (gα(p,1))a, (gα(a,2))a, (gα(s,3))a, (gα(s,4))a, ...

answer trapdoor queries
invalid (pass, 1)
valid (sage, 4), (soup, 2), (pasta, 1)

but g̃ x breaks DDH.
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Élie Bouscatié, Guilhem Castagnos, Olivier Sanders 21/ 27



Simulation

DDH challenge ga, g x , = gax or random

challenge messages
m(0) = paysages
m(1) = passages

public key

α(σ, i)
$←− Fp, pk = {gα(σ,i)} except gα(s,3) = g x

challenge ciphertext

ga (gα(p,1))a, (gα(a,2))a, , (gα(s,4))a, ...

answer trapdoor queries
invalid (pass, 1)
valid (sage, 4), (soup, 2), (pasta, 1)

but g̃ x breaks DDH.
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We succed with EXDH: Given: ga, gb, gab, g c and g̃a, g̃b

Distinguish: gabc from h
$←− G1
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Lighter public key

secret: {xi , yi
$←− Fp}i

public: Σ ⊂ Fp

α : Σ× J1, nK→ Fp

( σ , i ) 7→ xi + yi .σ

↓
|pk| = constant in the size

of the alphabet
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Lighter public key

sk = {xi , yi
$←− Fp}1≤i≤n pk = {g xi , g yi}1≤i≤n

Encryption with pk

a
$←− Fp s t e a m

C0

=

ga

C1

=

(g x1(g y1)s)a

C2

=

(g x2(g y2)t)a

C3

=
(g x3(g y3)e)a

C4

=

(g x4(g y4)a)a

C5

=

(g x5(g y5)m)a
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=
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Lighter HVE

sk = {xi , yi , zi
$←− Fp}1≤i≤n

pk = {g xi , g yi , g zi}1≤i≤n

Encryption with pk

a
$←− Fp s t e a m

C0

=

ga

C1

=

(g x1+y1s)a

C2

=
(g x2+y2t)a

C3

=

(g x3+y3e)a

C4

=

(g x4+y4a)a

C5

=

(g x5+y5m)a

(g z1)a

=

C ′
1

(g z2)a

=

C ′
2

(g z3)a

=

C ′
3

(g z4)a

=

C ′
4

(g z5)a

=

C ′
5

Trapdoor with sk

s1, s2
$←− Fp tdm = { T1 = g̃ s1 , { T2 = g̃ s2 , T ′ = g̃ s1

∑
(xi+yimi )+s2

∑
zi}

Test e(
4∏

i=2

Ci , T1 )e(
4∏

i=2

C ′
i , T2 ) = e( C0 , T ′ )

Élie Bouscatié, Guilhem Castagnos, Olivier Sanders 25/ 27



Inner Product Encryption

Test if < message vector, trapdoor vector >= 0.

stronger security notion (adaptivity)

weaker assumptions (DLIN)

can be used as HVE scheme
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Converting IPE schemes
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